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Secure communication systems based on chaos
in optically pumped spin-VCSELs
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We report on a master and slave configuration consisting of
two optically pumped spin-vertical-cavity surface-emitting
lasers for chaos synchronization and secure communication. Under appropriate conditions, high-quality chaos
synchronization is achieved. We propose two encryption
schemes, where either the pump magnitude or polarization
is modulated. The results show that these allow for Gb/s
transmission of secure data, but exhibit different features:
one indicates that the message can be recovered by the total
intensity, but not the polarization components, whereas the
other shows that the message can be better or exclusively
retrieved from the polarization components at high bit
rates. © 2017 Optical Society of America
OCIS codes: (140.5960) Semiconductor lasers; (140.1540) Chaos;
(140.7260) Vertical cavity surface emitting lasers.
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The nonlinear dynamics of semiconductor lasers [both
edge-emitting lasers (EELs) and vertical-cavity surface-emitting
lasers (VCSELs)] has received considerable attention in terms
of both fundamental theoretical study [1–3] and for their
potential in several important applications, such as ultrafast
random number generation [4,5] and secure optical communications [6,7]. In this latter context, work by Pecora and
Carroll on synchronizing chaotic systems [8] has been particularly influential, and secure communications based on optical
chaos have been widely studied [9]. Moreover, recently, a new,
communication-related application in secure key distribution
has been proposed [10,11]. In most of these examples, complicated dynamics, including chaos in semiconductor lasers is
generated via the introduction of external perturbations
[1,9], typically feedback or mutual coupling. An important disadvantage of such schemes is that there exists a time-delay
signature embedded in the dynamics which arises from the
finite propagation path in the feedback/mutual-coupling loop.
Such a delay signature can be readily retrieved using basic statistical measures [12] and, thus, could degrade the security of a
chaotic communication system.
The security of such chaotic laser systems has been extensively studied numerically and experimentally, but focusing
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mainly on the concealment of such time-delay signatures for
specific parameters [13–16]. Some attention has also been devoted to the combined study of chaos-based communication
and delay signature concealment [17–19], the so-called security-enhanced communications using chaos. However, the cost
of some of these schemes in terms of complexity can potentially
outweigh the benefits and, thus, from a practical point of view,
simple communication systems that enhance security using
chaotic carriers without employing external perturbations
(e.g., feedback or mutual coupling) are attractive. In this vein
Scirè et al. [20] studied numerically the generation and synchronization of vectorial chaos in VCSELs, each of whose active
region is laterally coupled to a saturable absorber. In addition,
Virte et al. [21] demonstrated both experimentally and numerically that a single free-running VCSEL allows for chaos generation and, more recently, showed theoretically the possibility to
synchronize polarization chaos generated by such a system [22].
In this Letter, we study the properties of optically pumped
externally injected spin-VCSELs [23] based on the spin-flip
model (SFM) [24] extended to describe a master-slave configuration. Chaos synchronization and communication using
spin-VCSELs has received little attention, yet it offers the
attraction of flexible spin control of the lasing output and much
faster dynamics [25], as well as offering more control parameters,
i.e., the pump magnitude and polarization ellipticity, compared
with conventional approaches. Recent work on spin-VCSELs
has shown that self-pulsating regimes of operation through a
Hopf bifurcation is possible, where the oscillation frequency
is determined by the birefringence and not limited by the intrinsic relaxation oscillation [26,27]. Following further bifurcations,
more complicated dynamics, and even chaos, is predicted.
Therefore, in the following we shall introduce the nonlinear
dynamics in spin-VCSELs briefly and focus on the study of
chaos synchronization and communication schemes.
For the master-slave configuration the SFM rate equations
can be written as follows [22–25]:
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where the superscript M , S stands for the master and slave
lasers. E  and E − are the right circularly polarized (RCP)
and left circularly polarized (LCP) components of the slowly
varying optical field. The normalized carrier variable N and
m are defined by N  n  n− ∕2 and m  n − n− ∕2,
where n and n− are the corresponding normalized densities
of electrons with spin-down and spin-up. Amplitude
anisotropy is modeled through linear dichroism γ a , and phase
anisotropy is modeled by the linear birefringence γ p . Other
parameters are defined as follows: κ is the optical field decay
rate, γ is the decay rate of N , γ s is the spin-flip relaxation rate,
;S
M ;S
α is the linewidth enhancement factor, ηM ;S  ηM
is
  η−
the total normalized pump power, and the pump polarization
ellipticity P is defined as [25]
;S
M ;S
M ;S
M ;S
P M ;S  ηM
 − η− ∕η  η− ;

(5)

where η and η− are dimensionless circularly polarized pump
components that describe polarized optical pumping. Note that
the equation is invariant under the transformation P → −P,
m → −m, E  → E  . Therefore, without the loss of generality,
one may only consider the case of P < 0.
The last two terms in Eq. (2) describe unidirectional coupling of the master laser to the slave. Here two control parameters are the injection rate k inj and angular frequency detuning
Δω  2πΔf . (Δf is the linear detuning.) The propagation
time from the master to the slave laser has no influence on
the dynamics of this system and, thus, is neglected. We numerically integrated the rate equations using these parameter values
[27]: κ  230 ns−1 , γ s  30 ns−1 , γ p  8.8π ns−1 , γ  0.68 ns−1 ,
γ a  0, and α  4.
Figure 1(a) displays the bifurcation diagram of the solitary
spin-VCSEL plotted in the plane of pump magnitude η and
polarization P. (The bifurcation degree is derived from the
extrema of intensity time traces where the results for total
intensity and polarization components are almost identical,
so only those for the RCP are presented here.) There are four
distinct regions: (1) the white area corresponds to the stable
equilibrium region, where the spin-VCSEL output is continuous; (2) the blue area refers to a self-pulsation state, where the

Fig. 1. (a) Bifurcation diagram and (b) largest Lyapunov exponent
of a solitary spin-VCSEL in the (η, P)-plane. (c) Poincaré sphere plots
for P  −1, −0.8, −0.62, and −0.1, where η  6.
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laser oscillates at a period determined by the birefringence and
not the relaxation oscillation frequency (ROF), which differs
from the conventional counterparts; (3) this region accounts
for the period two oscillations shown in green; (4) this region
shows the complicated dynamics displayed with colors
other than the three mentioned. To confirm chaotic
operation, the largest Lyapunov exponent is calculated in the
same parameter space, and the results are shown in Fig. 1(b).
A positive exponent indicating chaotic states is codified into
different colors ranging from green to yellow, then red, to dark
red. A negative exponent refers to a stationary state shown
in white. Zero corresponds to an oscillatory regime and is
marked in blue. It is important to note that these different
methods provide qualitatively consistent results for the various
dynamical regions and, particularly, that the wide chaotic regions of interest are successfully identified. To further illustrate
these results, they are plotted on a Poincaré sphere in Fig. 1(c),
exemplifying the different dynamics in the various regions.
Now we check the quality of chaos synchronization in the
master-slave configuration. In conventional laser systems (EELs
and VCSELs), there exist two possible synchronization schemes
[28], generalized and complete. (The latter is also termed
“anticipated.”) Only generalized synchronization (also called
injection-locking synchronization) is possible in our case since
both spin-VCSELs are not subject to feedback, i.e., the unidirectional injection from the master spin-VCSEL into the slave
breaks the symmetric operation.
An example of synchronizing the two lasers is shown in
Fig. 2, where a strong injection condition (kinj  100 ns−1 ,
Δf  −20 GHz) is applied. Here only the results for the
RCP intensities are shown, since those for the LCP and total
intensities are similar. One can clearly see that both lasers are
highly correlated, not only from the time traces in (a), but also
from the synchronization plot in (b). We also calculated
the cross-correlation coefficient (CC; see Eq. 7 in Ref. [22]
for definition), which exhibits a prominent peak of CC ≈ 0.99
around zero time-shift (since the flight time is assumed to
be zero).
Figure 3 displays a global view of the maximum correlation
coefficient in the parameter space of the injection parameters.
Parts (a) and (b) correspond to the correlation between the parallel polarization components in master and slave, (a) RCP and
(b) LCP, while (c) and (d) represent the synchronization performance between the cross-polarization components, (c) for
the RCP (master) and LCP (slave), and (d) for the opposite
case. Note that the results for total intensities are not shown,
since they are similar to those for parallel polarization.
The most interesting feature in Fig. 3 is high-quality chaos synchronization between the parallel polarization modes (or total

Fig. 2. (a) Time traces of the polarization components, (b) synchronization diagram, and (c) cross-correlation coefficient for k inj 
100 ns−1 , Δf  −20 GHz, P M ;S  −0.1, and ηM ;S  6.
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Fig. 3. Maps of the maximum cross-correlation coefficient in the
(Δf , k inj )-plane. (a) RCPs, (b) LCPs, (c) RCP (master) and LCP
(slave), and (d) LCP (master) and RCP (slave). The parameters are
the same as in Fig. 2.

intensities), but not the cross-polarization modes. [In fact, the
anti-correlation of lower degrees is observed; see the dark blue
region in (c) and (d).] This figure shows that the desired synchronization performance of CC ≥ 0.95 (dark red) is expected
for a wide range of parameters, which is beneficial for chaosbased communications. In addition, the results show asymmetry with respect to zero detuning in (a) and (b), which is determined by the nonzero linewidth enhancement factor and
encountered in some conventional laser systems with external
injection [1,18]. Note also that we have checked the influence
of parameter mismatch for the two lasers as in [18,22] and
found that high-quality synchronization can still be maintained
when small differences of laser parameters are considered
(not shown), which is of practical significance.
The next step is to test message encoding and decoding
based on injection-locking synchronization between the master
and slave. Since one can readily control the spin-VCSEL
dynamics via the optical pump, it is reasonable to design communication systems by taking advantage of the modulation of
the pump magnitude or polarization. This is a unique feature
for spin-VCSELs.
We first consider the scheme of modulating the pump
magnitude, the chaos-shift keying (CSK) technique [29].
The pump magnitude of the master spin-VCSEL is modulated
with a small-amplitude message, while that of the slave is kept
constant. The modulated pump level is expressed mathematically as ηM  η1  δCSK M et for the master and ηS  η for
the slave, where M et represents a pseudorandom sequence
and δCSK  0.05 is the modulation depth. Message recovery
is performed by subtracting the output of the slave spinVCSEL from the transmitted signal and then filtering the
difference using a fifth-order Butterworth filter.
In Fig. 4(a), we present the total intensity output of the
modulated master spin-VCSEL (upper, red) and that of the
slave one (bottom, blue). It can be seen that the output of
the master is highly correlated to that of the slave. We plot
the 4 Gb/s digital message (red) together with the recovered
message (black) in Fig. 4(b). A comparison between them
shows that the message is successfully recovered with little error
as evidenced by Fig. 4(c), where the eye diagram is very open. It
is worth noting that the quality of the recovered message depends not only on the synchronization performance, but also
on the mechanism of chaos-pass filtering. The latter has been
well understood in conventional laser systems using the CSK
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Fig. 4. (a) Total intensity of the master spin-VCSEL with a 4 Gb/s
message encoded (upper) and that of the slave (bottom), (b) the original message (red) and the recovered one (black), and (c) the eye
diagram. The parameters are the same as in Fig. 2 for CSK encoding
with k inj  100 ns−1 , Δf  −20 GHz, P M ;S  −0.1, and η  6.

encoding scheme [30], and this should apply to the communication systems based on spin-VCSELs as well. This means
that the bit rate here is limited by the ROF (∼6 GHz for
the chosen parameters).
For this encryption scheme, an error-free message cannot be
extracted by using only one polarization component alone. In
Fig. 5, we plot the recovered message based on using either the
RCP (a) or LCP (c) signals. The message cannot be recovered,
and the corresponding eye diagrams are closed [(b) and (d)].
This is because one of the polarization components alone does
not convey all information about the dynamics of the system
and the encoded message. Similar results have also been seen in
semiconductor ring laser systems which support two
counter-propagating modes [31].
Next we investigate a situation in which the pump polarization of the master spin-VCSEL is modulated with a smallamplitude message, while that of the slave is kept constant
at P S  −0.1. This method is analogous to phase-shift keying
[20], but applied to the polarization of the pump. In this case,
the input message is encoded by switching between two states
of the master spin-VCSEL which are either highly correlated
(bit “0”) or substantially uncorrelated (bit “1”) with those of
the slave. For example, the pump polarization of the master
can be switched between P M  −0.1 and P M  −0.4(or
0.4), which is controlled by the bits “0” and “1”, respectively.
Figure 6 shows an example of a 500 Mb/s message encoding
and decoding, where only messages recovered from the RCP
and total intensities are included. (Similar results are obtained
for the LCP.) The exact message reproduction and wide open
eye diagrams indicate that the message can be successfully
recovered from either the total intensity or the polarization

Fig. 5. Recovered message for the same example as in Fig. 4 from
(a) the RCP and (c) the LCP. (b) and (d) are the eye diagrams.

Letter

Vol. 42, No. 17 / September 1 2017 / Optics Letters

3497

the chaotic signals (compared with those using external feedback schemes); nevertheless, the chaos dimension is lower when
compared to hyperchaos. This is an aspect which may lead to
vulnerabilities and requires study.
Funding. Engineering and Physical Sciences Research
Council (EPSRC) (EP/M024237/1).
Fig. 6. Recovered message from (a) the RCP and (c) the total intensity. (b) and (d) the corresponding eye diagrams. The bit rate is
500 Mb/s. The parameters are the same as in Fig. 2 for polarization
modulation of the pump with k inj  100 ns−1 , Δf  −20 GHz, and
ηM ;S  6.

Fig. 7. Recovered message for the same modulation scheme as in
Fig. 6, using recovery from (a)–(c) the RCP and (d)–(f) the total
intensity. Left, the bit rate is 1 Gb/s; middle, the bit rate is 3 Gb/s;
and right, the bit rate is 4 Gb/s.

component, which is in contrast to the former encryption
approach.
Figure 7 shows the effect of the bit rate on the message
recovery using alternatively the total intensity and the polarization component, where the bit rate is increased from 1 to
4 Gb/s. It is interesting to find that using the polarization components always allows for a better decoding performance, especially for higher bit rates. This may be associated with the
synchronization time [20,32], i.e., the time it takes the system
to resynchronize when subjected to a transient perturbation.
Our preliminary results show that the mean synchronization
time is shorter for the polarization components than that of
the total intensity (not shown here). This supports the findings
in Figs. 6 and 7.
In conclusion, we have demonstrated numerically highquality chaos synchronization between two spin-VCSELs in
a master and slave scheme which does not contain any
time-delay signature. We have taken advantage of the flexible
spin control of the lasing output and encoded and decoded
messages, either through the pump magnitude or polarization.
These two types of encryption schemes exhibit different properties, which may be useful in secure communication systems.
In addition, for the first time, to the best of our knowledge, we
have shown the potential for achieving message recovery at
frequencies up to 4 GHz in novel spin-VCSELs. This message
rate could also be greatly improved if some advanced coupling
and encryption methods are utilized; for example, see Ref. [20].
Finally, we note that while we find no explicit time signature in
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